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Cryptographic devices

A cryptographic device is an (electronic) device that 
implements a cryptographic algorithm and stores a 
cryptographic key. It is capable of performing 
cryptographic operations using that key.
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Attacks:
� Active, passive
� Invasive, semi-invasive, non-invasive

The security of a cryptographic device
should rely on the secrecy of the 
cryptographic key but not on the 
secrecy of its implementation.

Cryptographic devices should protect the 
cryptographic key! 
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Smart Cards

� Smart Cards
– Bank cards

– SIM cards

– Access Cards

– Ticketing

� The microprocessor itself can be 
removed with a sharp knife. This is 
referred to as a micromodule.
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Smart Card — Pin Layout
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Smart Card — Chip Layout

� The resin on a micromodule 
can be dissolved using fuming 
nitric acid. (i.e. heated to 
60� C).

� Allows access to the chip 
surface

– Reverse Engineering.

– Fault Analysis.
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Practical fault attacks on smart cards.

� A smartcard can be removed 
from the card and glued into 
another package (requires 
new bonding wires).

� An alternative being to modify 
a card reader such that an 
attacker has access to the 
back of a chip. 
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Very old smart cards were extremely vulnerable.

� Abusing the external programming voltage:
– The very first generations of smartcards still used an external programming 

voltage to read and write contents to its memory. By cutting of this external 
programming voltage, an attacker could freeze the contents of the memory. 

� Abusing test circuits: 
– Manufacturers test circuits led to other attacks on smartcards. Such test 

circuits are used during the testing phase after the fabrication of the 
smartcard. After the testing phase, the test circuits are disconnected from the 
microprocessor. An attacker has to find and repair the disconnected wires to 
use the test circuit.

� Micro-probing:
– With small needles the bus can be probed.
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Modern (high-end security) smart cards are reasonably 
well protected.

� Most vendors use hardware countermeasures like (citing now 
from the SLE66 documentation)

– Low and high voltage sensors
– Frequency sensors and filters
– Light Sensor
– Glitch Sensor
– Temperature Sensor
– Live Test Function for Sensors

� But also software countermeasures are typically implemented

� Smart cards without these security features are still 
potentially vulnerable.
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Recent Smart Cards
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Hardware Security Modules

� Provides at least the same protection mechanisms as we 
listed already for smart cards

� However, since there is more space, power and memory 
available, more fancy tricks can be applied
– Tamper proof package
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Passive attacks were used in certain communities for a 
long time.

A rotor machine of the Hagelin type.

� Reported by P. Wright in 
“Spy Catcher”.

� They placed a microphone 
in the vicinity of the 
machine.

� The click sound allowed to 
determine some of the 
rotors’ initial position.

� They only monitored the 
“emissions” of  a device

– Side channel analysis

© IACR
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Physical security also relies on implementation 
details ...

� Reported by P. Wright in “Spy Catcher”.

� A line was tapped under the Berlin wall.

� All the communications set down the line were enciphered.

� However, the part of the enciphering machine manipulating 
the plaintext was not adequately isolated.

� The plaintext was also sent down the line …

E. Oswald and M. Tunstall
COMSM0213: Physical Security

15/99

Outline

� Cryptographic devices and attacks

� Invasive Attacks

� Timing analysis attacks
– Simple and Differential

� Power analysis attacks
– Simple and Differential 

� Fault Analysis.

� Conclusion

E. Oswald and M. Tunstall
COMSM0213: Physical Security

16/99

Invasive Attacks – Focused Ion Beam

•If you have lots of money or are a student.
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In 1996 side-channel analysis was brought to the 
public attention in an article by P. Kocher.
� Although it was known that sensitive information is likely to be 

transmitted over the various side channels of devices it took 
some time before the broad scientific cryptographic 
community saw side-channel attacks as a threat.

� In 1996, Paul Kocher published an article that detailed timing 
attacks.

� Soon the first practical timing attacks were implemented.

� In 1998, Kocher, Jun and Jaffe published an article that 
detailed different types of power attacks.
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A Timing attack (E BIHAM)

� You put $28 in one of the pots and $10 in the other:

$28                         $10$10                         $28

� I ask you to multiply the contents of the blue pot by 10
and the contents of the red pot by 7, add the two results
and tell me if the sum is odd or even.

� Is your answer enough to reveal what’s in each pot?
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A Timing Attack

� Well, normally not :

28 × 7 + 10 × 10 = 296 is an even number

and

10 × 7 + 28 × 10 = 350 is also even…

� However, just by monitoring the time it takes to give the
answer (the mental calculation leading to 296 is more
complicated than the one leading to 350) one can tell where
each amount is!
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Simple Timing Analysis of a Combination Lock

� Assume the lock takes an n-digit 
code and checks efficiently whether 
it is correct, i.e.:

– Digits are checked one after another

– As soon as a wrong digit has been 
entered the red light goes on

– Only if all n digits were entered 
correclty the green light goes on

� Apparently the time until a light 
goes on depends on the the 
correctness of each digit

– The more digits are correct the longer 
it takes

– Code can be easily (less than brute 
force) discovered

1 2 3
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7 8 9
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oc
k

Red light: wrong combination entered

Green light: correct combination entered
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Simple timing analysis, cont.

� The previous example was stupid but
– If you would program something that checks the correctness of a certain 

combination, would you not also check each item in the combination?

– Would you not also try write efficient code?

– A large number of access systems did the checking of the codeword in this 
manner (who knows how many still do...)

� A simple countermeasure
– Ensure that the response time is fixed

� A first conclusion
– Defending against such attacks requires us to write less efficient code
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Simple timing attack on RSA

� Can reveal the private key of RSA 
(decryption, signature verification)

� Assume that a simple top-down 
square and multiply algorithm is 
used for decryption (signature 
verification) 

� Then in step i a multiplication is 
only performed iff di =1

– Timing depends on the bits of the key

� A simple timing attack reveals the 
Hamming weight of the key

� RSA Decryption: m=c^d mod n:

� d={dw,dw-1,dw-2,…,d1,d0}2

� s = 1; 
� For i = w to 0
� s = s • s mod n
� if (bit i of d) = 1 
� then s = s • c mod n
� Return s

E. Oswald and M. Tunstall
COMSM0213: Physical Security

24/99

Principle of a differential timing attack

Device 
under Attack

(Key)

Model of 
the Device 

under 
Attack

Data

Real 
Execution Time

Data

Hypothetical 
Execution Time

Statistical 
Analysis

Key Hypothesis

Decision about Key Hypothesis

E. Oswald and M. Tunstall
COMSM0213: Physical Security

25/99

A differential timing attack recovers the key bit by bit.

� Choose a set of ciphertexts
� Model: 

– guess one bit of the key (key hypothesis)
– calculate one iteration of the square and 

multiply algorithm
– for each ciphertext check whether an extra 

reduction has occured during the 
multiplication

• Hypothetical execution time

d={dw,dw-1,dw-2,…,d1,d0}2

� s = 1; 
� For i = w to 0
� s = s • s mod n
� if (bit i of d) = 1 
� then s = s • c mod n 
� Return s

� Device: decrypt the same set of ciphertexts

� Analysis: compare the hypothetical timing of the model 
with the actual execution time
– If similar then key hypothesis was correct
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Differential timing attack on RSA

� Many RSA 
implementations use 
Montgomery arithmetic 
in order to implement the 
square and the multiply

� Montgomery arithmetic:
– Montgomery arithmetic has a 

constant execution time (for a 
certain number of bits) but

– For some values an extra 
subtraction is required at the 
end. This is what we can 
exploit in a timing attack.

� RSA Decryption: m=c^d mod n:

� d={dw,dw-1,dw-2,…,d1,d0}2

� s = 1; 
� For i = w to 0
� s = s • s mod n (*Montgomery*)
� if (bit i of d) = 1 
� then s = s • c mod n (*Montgomery*)
� Return s

� Execution time depends on the key 
and the data
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Defenses against differential timing attacks

� Don‘t use a version of Montgomery that uses the extra 
reduction
– Versions have been developed where this is not necessary.

� Try to achieve a constant execution time for all basic 
operations

� Avoid conditional branching

� Use blinding
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Power analysis attacks

CMOS Inverter

Power analysis attacks exploit the fact 
that the instantaneous power 
consumption of a device built in CMOS 
technology depends on the data it 
processes and the operations it performs.

CMOS technology is the 
predominant technology for 
(cryptographic) devices

Vdd

GND

a q
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Power Attacks

� Seattle, 1999.
� US and French delegates negotiate under which conditions

beef could be imported to France. « The Sun » sends a
journalist to investigate:

?
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Power Attacks

� But there is a technical problem: negotiations take place in a
hotel which windows are opaque
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Power Attacks

� Idea: look at the hotel’s electricity
meter!
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Power Attacks

� disk is spinning slowly:

+

DEAL CONCLUDED
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� But if the disk is spinning quickly:

+

+

THE SUN

A London 
homeless 
eaten by 
giant rat!

Experts say : 
sterility is 

hereditary !

NEGOTIATORS
BREAK !

Power Attacks
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Vdd

GND

Power analysis attacks

q

Power consumption

a q

A

P1
C1

C2

N1

� The power consumption of a CMOS gate depends on the data:
q: 0->0 virtually no power cons.
q: 1->1 virtually no power cons.             
q: 0->1 high power cons. (proportional to C2)
q: 1->0 high power cons. (proportional to C1)
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Measuring power consumption

� Cryptographic device (device under 
attack)

� Measurement circuit, probe
� Oscilloscope
� PC

PC configures 
oscilloscope and sends 
commands to the device

Oscilloscope records 
the traces and sends 
them upon request to 
the PC
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Simple power attack on RSA
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Setup for acquiring power consumption
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Setup for acquiring electromagnetic emanations
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Different signals — power and electromagnetic  
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Simple power analysis

SPA attacks exploit key-dependent differences that occur within 
a trace.  During the attack, there are only very few power traces available. 

SPA attacks are not simple attacks:

� worst case: single-shot

� derive key from very few traces

� often require detailed knowledge about the 
device and the implementation

� often require sophisticated statistical techniques

� with and without characterisation of device
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A quick reminder of how AES works

� AES-128
– State: 128-bit block

• Matrix of 4*4 bytes

– Round function
• 10 Iterations

– Key scheduling
• 10 128-bit round keys

– Derived from cipher key

� In software: 
– ARK, SB, SR, then MC

s©0,0 s©0,1 s©0,2 s©0,3

s©1,0 s©1,1 s©1,2 s©1,3

s©2,0 s©2,1 s©2,2 s©2,3

s©3,0 s©3,1 s©3,2 s©3,3

SubBytes ( )s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

S©i,jSi,j SBox

3

2

1

s©0,0 s©0,1 s©0,2 s©0,3

s©1,0 s©1,1 s©1,2 s©1,3

s©2,0 s©2,1 s©2,2 s©2,3

s©3,0 s©3,1 s©3,2 s©3,3

ShiftRows ( )s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

S2,2Rotate leftS2,0 S2,1 S2,2 S2,3 S2,3 S2,0 S2,1

0

s©0,0 s©0,1 s©0,2 s©0,3

s©1,0 s©1,1 s©1,2 s©1,3

s©2,0 s©2,1 s©2,2 s©2,3

s©3,0 s©3,1 s©3,2 s©3,3

MixColumns ( )s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

Ä (Á03´x3 + Á01´x2 + Á01´x + Á02´)
mod (x4 + 1)

S0,2

S1,2

S2,2

S3,2

S©0,2

S©1,2

S©2,2

S©3,2

s©0,0 s©0,1 s©0,2 s©0,3

s©1,0 s©1,1 s©1,2 s©1,3

s©2,0 s©2,1 s©2,2 s©2,3

s©3,0 s©3,1 s©3,2 s©3,3

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

S©i,jSi,j

Å

k0,0 k0,1 k0,2 k0,3

k1,0 k1,1 k1,2 k1,3

k2,0 k2,1 k2,2 k2,3

k3,0 k3,1 k3,2 k3,3

ki,j

AddRoundKey ( )AddRoundKey ( )

s©0,0 s©0,1 s©0,2 s©0,3

s©1,0 s©1,1 s©1,2 s©1,3

s©2,0 s©2,1 s©2,2 s©2,3

s©3,0 s©3,1 s©3,2 s©3,3

SubBytes ( )
ShiftRows ( )
MixColumns ( )
AddRoundKey ( )

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

State State'AES round

Byte

s©r,c

10010110
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Power consumption of the full AES
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Power consumption of one round of AES
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Analyzing an unprotected AES software 
implementation on an 8-bit microcontroller

Profiling (=determination of implementation details) can also be done with statistical methods.

A visual inspection often is the first step in a power analysis attack.
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Simple power analysis (SPA) attacks of AES

� SPA on the round does not reveal the key because there is 
no conditional branching
– DES implementations in software typically have such a branching

– RSA implementations using the square and multiply algorithm have such 
branching as well

� SPA on the key schedule can be successful if the 
intermediate values leak information (for instance the 
Hamming weight)
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SPA attack on a DES software implementation

� DES (Data Encryption 
Standard)
– 16 Rounds

• Feistel structure

• Roundfunction: E, S, P, XOR

– Key schedule
• PC1, PC2

� Uses many bit-level 
permutations
– When implemented in software:

• Conditional branching!

Li-1 Ri-1

EXORSPXOR
Ki

Li Ri

K1

C0 D0

PC1

LS LS

P
C

2
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SPA attack on a DES software implementation, cont.

� 16 DES rounds can be identified in the power trace
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SPA attack on DES software implementation, cont.

� The functions of the round and the key schedule can be 
identified

E. Oswald and M. Tunstall
COMSM0213: Physical Security

50/99

SPA attack on DES software implementation – key bits 
leak through the implementation of PC2

PC2 implementation:
input: x = x[0]…x[55]

t =  t[0]…t[47]
output: y=PC2(x)=y[0]…y[47]

for i=0 to 47
y[i]=0
if x[i] =1 then y[t[i]]=1

end

Only if x[i]=1 the 
conditional branching 
takes place!
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SPA vs. DPA attacks

� SPA attacks exploit key dependent differences that occur 
within one power trace
– These effects must be “visible” and implementation details must be known

– Or, more sophisticated (statistical) techniques must be used (template 
attacks)

� DPA attacks exploit key dependent differences that occur 
over different power traces
– These effects are typically “smaller”, they depend on the “power model”

– Statistics are used to exploit them

– Not so much needs to be known about the attacked implementation
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It is always important to determine the power model of 
the device.

� The power model (leakage characteristic) tells what type of information leaks

� In case of the analyzed microcontroller, the upper plots show that the power 
consumption of MOV instructions are inversely proportional to the Hamming 
weight of the processed data. 

� Data depent leakage can be best exploited by DPA attacks
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Another Example of the Hamming Weight being Visible
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DPA: predicted power consumption correlates to 
actual power consumption for correct key guess.

If the key hypothesis is 
correct, then the predicted SC 
leakage matches the physical 
(measured) SC leakage.

Name

Cardnumber

Reset

VddVss

Vpp

IOClock

Model of
the device
under attack

Input, Key Hypothesis 

Statistical
Analysis

Decision about
key guess

Input
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DPA – Step by Step

1. Select intermediate result 

2. Acquire power traces
� Different plaintexts, same key

3. Calculate intermediate values
� Key hypotheses, algorithm

4. Calculate hypothetical power 
consumption 
� Power model

5. Comparison 
� Statistics

d1

d2

dD k1 k2 kK

Algorithm

V1,1V1,2 V1,K

V2,1V2,2 V2,K

VD,1VD,2 VD,K

Power model

h1,1 h1,2 h1,K

h2,1 h2,2 h2,K

hD,1hD,2 hD,K

t1,1 t1,2 t1,T

t2,1 t2,2 t2,T

tD,1 tD,2 tD,T

Traces

Statistics

r1,1 r1,2 r1,T

r2,1 r2,2 r2,T

rK,1 rK,2 rK,T

1

2

3

4

5
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The comparison is often done using correlation 
analysis

Some points seem 
to behave “similar”

Scatter plot for ‘similar” 
points (� =0.82)

Scatter plot for “dissimilar” 
points (� =0.12)

)()(

),(

YVarXVar

YXCov
=r

The correlation coefficient � measures a linear relationship. 
It is always between -1 and 1.

E. Oswald and M. Tunstall
COMSM0213: Physical Security

57/99

DPA attack on an AES software implementation

1. Select intermediate result
� We target the MSB of the first byte after the SubBytes operation

2. Acquire power traces
� 1000 power traces for different plaintexts using the same key for our AES 

implementation

3. Calculate intermediate values
� For all 256 values that the first AES round-key byte can take, compute the 

result of AddRoundKey

4. Calculate hypothetical power consumption
� Map the hypothetical intermediate values to hypothetical power consumption 

values by extracting the LSB of them

5. Comparison
� We compare these hypothetical power consumption values using with the 

power traces using the correlation coefficient.
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DPA attack on an AES software implementation, 
cont.

( )( )

( ) ( )� �

�

= =

=

--

--
=

D

d

D

d

jjdiid

D

d

jjdiid

ji

tthh

tthh
r

1 1

2

,

2

,

1
,,

,

Correlation traces ri

corresponding to keys i=223, 
224, 225, 226

Key 225 corresponds to the 
correct key
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DPA attack on an AES software implementation, 
cont.

� The correct key hypothesis leads to peaks in the correlation trace that are 
significantly higher than the peaks that come from incorrect key hypotheses

� About 200 power traces suffice to determine the key
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DPA attack on AES software implementation, 
cont.

� Using a better power model improves the result of a DPA 
attack: 
– The correlation coefficient goes up to almost 1 if we compare the Hamming 

weight of the hypothetical intermediate values with the power traces
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DPA attack on AES software implementation, 
cont.

• High correlation 
coefficients indicate correct 
key byte

• Correlation coefficients in 
this example are almost 
maximal

• About 30 traces are 
sufficient to reliably 
determine the key

• Positions of DPA peaks 
reveal the points in time 
when attacked 
intermediate result is 
computed.
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DPA attack on an AES hardware implementation

� Target the SubBytes Operation in the last round of AES

� Power model: 

� HD of two values that are stored consecutively in the same register

� Observe that the correlation is much lower
– More things happen in parallel (only 8 out of >32 bits are predicted)

– Power model describes power consumption so well
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DPA attack on an AES hardware implementation, cont.

� DPA peaks reveal 
information about the 
key and the 
implementation

– Parallelism

� DPA peaks are 
significantly smaller 
than for software 
implementation

� DPA peaks are 
different for different 
key bytes
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DPA curves

Consumption 
Trace

Reverse engineering using DPA

� Use DPA to locate when predictible things occur

� Example : locate an algorithm by targeting its output (ciphertext transfer 
to RAM, ciphertext is given)

Hardware algo is before

Bit of the 1st byte Bit of the last byte
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Countermeasures

� Masking
– Randomize intermediate values of the 

algorithm

� Hiding
– Randomise the execution of the 

algorithm

– Change the power consumption 
characteristics

Intermediate values of the algorithm

Intermediate values processed by the device

Power consumption of the device

Masking

Hiding

The goal of countermeasures against DPA attacks is to make the power 
consumption of the cryptographic device independent of the intermediate 
values of the executed cryptographic algorithm.

E. Oswald and M. Tunstall
COMSM0213: Physical Security

66/99

Other hardware countermeasures

� Internal clock effects (phase shift)

1 GS/s

Synchronized
Desynchronized
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Outline

� Cryptographic devices and attacks

� Invasive Attacks

� Timing analysis attacks
– Simple and Differential

� Power analysis attacks
– Simple and Differential 

� Fault Analysis.

� Conclusion
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What is fault analysis about?
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Dino buys toys from Jack
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The postman wants to know what Dino bought

� � � 
 � � �� �� � � � � �
' � 
 �� � � %
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In the meanwhile Jack prepares the parcel
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and gives it to the postman
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Who kicks it strong enough to break one toy
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and gives it to Dino
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a week later he monitors Dino’s  postal order...

� �( �) � �� �� � *

� �+�) � �� �� � (

Lesson learned: Fault attacks can also extract secrets from
tokens!

Hardware faults can have various sources:
voltage glitches, light beams, laser beams...
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Glitch fault injection
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Glitch fault injection
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Flash fault injector 
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Laser fault injection
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Effects of Fault Injection

� The effects of fault injection fall into three categories.
– Reseting data — changing all the bits in a variable to zero or one (depends 

on the logic style).

– Ramdomising data — changing a variable to some random value.

– Modifying opcodes — changing the opcodes being processed by a 
microprocessor.

� The first two are typically expected to affect one computer 
word, whereas the third affects the program being executed.
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Fault attack on PIN verification

1. If PIN is greater than zero.
2. Is presented PIN equal to stored 

PIN?
3. If PIN is equal stored PIN return 

OK.
4. Otherwise return NOT_OK and 

decrement PIN counter.

i f  ( PI N_count er  > 0)
{  

i f  ( I NPUT == PI N)
{

r et ur n( OK) ;
}
el se
{

PI N_count er - - ;
r et ur n( NOT_OK) ;

}
}

� The verification of a PIN number is a common command.

� Can you think of any way of injecting a fault such that we
could get someone’s PIN?
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Recall — Smart Card — Chip Layout

� Microprocessor has different 
blocks

– RAM can only store variables while 
the microprocessor is receiving 
power.

– EEPROM takes some considerable 
time to program. 
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The nail varnish attack

1.7mm

2mm

Vcc

Reset

Clock

Gnd

Vpp

I/O

RS1 RS2

10.25mm

19.23
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Fault attack on PIN verification

� The Vpp contact is no longer used.
� However, writing to EEPROM requires more power.

� Attackers can detect this increase and cut the power — if a
write is incomplete it will be rolled back.
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Fault attack on PIN verification

1. If PIN is greater than zero.
2. Decrement PIN counter
3. Is presented PIN equal to stored 

PIN?
4. If PIN is equal stored PIN return 

OK, increment PIN.
5. Otherwise return NOT_OK.

i f  ( PI N_count er  > 0)
{

PI N_count er - - ;
i f  ( I NPUT == PI N)
{

PI N_count er ++;
r et ur n( OK) ;

}
el se
{

r et ur n( NOT_OK) ;
}

}
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Overcoming a test with a fault

� If we can overcome a test we can attack the test whether the PIN 
counter is > 0.

� If the PIN counter is zero and we convince a smart card that is not, it will 
be decremented.

� Negative numbers will not exist, so the number of tries available will be 
the maximum value of the word used to store the PIN counter.
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Fault attack on PIN verification

1. If PIN is greater than zero, and 
less than or equal to three. 

2. Decrement PIN counter
3. Is presented PIN equal to stored 

PIN?
4. If PIN is equal stored PIN return 

OK, increment PIN.
5. Otherwise return NOT_OK.

i f  ( ( PI N_count er  > 0)
&& ( PI N_count er  <= 3) )

{
PI N_count er - - ;
i f  ( I NPUT == PI N)
{

PI N_count er ++;
r et ur n( OK) ;

}
el se
{

r et ur n( NOT_OK) ;
}

}
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Differential Fault Analysis of DES

EP

PP

SBOX

R15

R16L16

KS16

L15
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DES last round structure

� Transformation of [L15,R15] to 
[L16,R16] using K16

� Permutations are ignored for 
convenience

� � �

� � � � � �

� � �

� � �� � �

� � 	 
 �

15)1615(16

1516

LKRSR

RL

ÅÅ=

=
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A fault is inserted in the 15th round 

� One round of DES.

� Changes R15 but not L15.

E. Oswald and M. Tunstall
COMSM0213: Physical Security

90/99

Power consumption trace
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Fault Injection in 15th round

� If R15 is changed to R15’, without changing L15

then

where S(x) is the S-box function

15)1615(16

1516

LKRSR

RL

ÅÅ=

=

15)1651(61

5161

LKRSR

RL

ÅÅ¢=¢

¢=¢

15)1651(15)1615(6116 LKRSLKRSRR ÅÅ¢ÅÅÅ=¢Å

)1651()1615( KRSKRS Å¢ÅÅ=
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Differential Fault Analysis

� For each S-box (Si), i � [1..8] 
verify the following relation:

� Gives a list of possible key 
values 227

� Leads to an exhaustive 
search

� � �� � � � � � �� � � �

� � �� � �� � �� � �
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� 
� 
� 
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Reducing the number of key hypotheses

� �� � � � � � 	 
 � �

� �� � � � � � 	 
 � �

� �
 � � � � � 	 
 � �

� �� 
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� 	 
 � �

� Multiplying the number of 
faulty ciphertext directly 
reduces the final key 
space size and therefore 
the complexity of the 
exhaustive search.

� 2 Ciphertexts leads to an 
exhaustive search of 
around 214.
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Applied to 3DES

� If faults are generated during the fifteenth round of the 
last DES, and the fifteenth round of the second DES.

� For every hypothesis of the first key we have a list of 
hypotheses for the second key.

� Sets hypotheses with an impossible differential can be 
ignored.

� With one fault in the last round and one fault in the 
second round we have an exhaustive search of 251.
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Applied to 3DES

� With two faults in each DES the search can be reduced to       
DES executions 215.

� The same process can be applied to 3DES with three 
different keys.

� One fault per key giving a search of 275.

� With two faults per DES key giving a search of 220. 
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Countermeasures

� Hiding
– Randomise the execution of the algorithm

– Insert random delays

� Redundancy
– Execution redundancy: Verify everything by repeating a given operation an 

checking the output is identical.
• For example, repeating the last rounds of a block cipher.

– Variable redundancy: Keeping several variable in memory and execute the 
same function on both, using the result to check no fault has occurred.

– Checksums: to be able to verify data has not been modified, although these 
are not ideal for cryptographic algorithms.
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Outline

� Cryptographic devices and attacks

� Invasive Attacks

� Timing analysis attacks
– Simple and Differential

� Power analysis attacks
– Simple and Differential 

� Fault Analysis.

� Conclusion
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Conclusion – What we expect you to know.

� That one needs to consider how a cryptographic algorithm is 
implemented, not just its mathematical properties. 

� The architecture of a device dictates how an algorithm can be 
implemented, e.g. 8-bit device can only manipulate bytes.

� Be able to describe how one would conduct:
– Timing Analysis

– Simple Power Analysis

– Differential Fault Analysis

– Fault Analysis
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Conclusion – What we expect you to know.

� Be able to analyse an algorithm and discuss its security with 
regard to the above attacks.

� Be able to discuss the principles used in the 
countermeasures that are included in implementations to 
prevent the above attacks.

� Previous exam papers are available at
– ht t p: / / www. cs . br i s . ac . uk / Teachi ng/ Exams


